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Executive Summary

Azure Arc is transforming the landscape for Microsoft Service Provider License Agreement (SPLA)
providers by offering additional capabilities for managing hybrid environments. This white paper aims to
provide SPLA providers with a detailed understanding of Azure Arc, highlighting its benefits,
implementation steps, and real-world success stories. And of course, the pros and cons of implementing
Azure Arc. Have a question? Email info@splalicensing.com

Introduction

The Service Provider License Agreement (SPLA) model has been around for service providers since the
dawn of time, allowing them to license Microsoft products on a monthly basis to provide software
services and hosted applications. However, SPLA providers face several challenges, such as complex
licensing, cost management, and need for flexibility. Enter Azure Arc, Microsoft’s way of “modernizing”
SPLA.

Azure Arc Overview

What is Azure Arc? Azure Arcis a set of technologies that extends Azure management and services to
any infrastructure. Whether it's on-premises, multi-cloud, or at the edge, Azure Arc provides a unified
approach to managing hybrid and multi-cloud environments.

Key Features of Azure Arc

e Azure Arc-enabled Servers: Manage Windows and Linux servers outside of Azure, bringing the
same management and governance capabilities to on-premises and multi-cloud servers.

e Azure Arc-enabled Kubernetes: Manage Kubernetes clusters hosted outside of Azure, providing
consistent management and governance using Azure tools.

e Azure Arc-enabled Data Services: Deploy and manage Azure SQL Managed Instance and Azure
PostgreSQL Hyperscale on any infrastructure, bringing Azure's data services to hybrid and multi-
cloud environments.

Benefits of Azure Arc

e Centralized Management: Seamlessly manage your entire environment from a single pane of
glass, reducing the complexity and time required to oversee different environments. Azure Arc
allows you to manage your on-premises and cloud resources consistently using familiar Azure
tools and services.

o Unified Management Interface: Use the Azure portal, Azure CLI, and Azure PowerShell
to manage all your resources, regardless of their location.

o Consistent Policy Enforcement: Apply Azure Policies uniformly across all resources to
ensure compliance and governance.

e Improved Security: Leverage Azure's robust security features across all your assets, including
advanced threat protection, compliance, and continuous monitoring. Azure Arc ensures that
your security policies are enforced uniformly, no matter where your resources are located.
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o Azure Security Center Integration: Utilize Azure Security Center to monitor and secure
your hybrid environment, detecting and mitigating threats in real-time.

o Role-Based Access Control (RBAC): Implement RBAC to control access to resources
based on user roles, ensuring that only authorized personnel can perform specific
actions.

e Cost Savings: Optimize costs with pay-as-you-go licensing and efficient resource management.
Azure Arc helps you avoid the upfront costs associated with traditional licensing models,
offering a more flexible and scalable approach to licensing.

o Cost Management Tools: Use Azure Cost Management and Billing to track and optimize
your spending across hybrid environments.

o Resource Optimization: Identify and right-size underutilized resources to reduce costs
and improve efficiency.

Azure Arc for SQL Server

One of Azure Arc's features is its integration with SQL Server. This capability allows SPLA providers to
manage SQL Server environments with the same tools and services used in Azure.

Key Advantages

e Pay-as-You-Go Licensing: Azure Arc offers a flexible pay-as-you-go licensing model, reducing the
complexity and cost associated with traditional SPLA licensing. This model allows SPLA providers
to pay only for what they use, making it easier to scale their services up or down based on
demand.

o Metered Billing: Track usage and costs in real-time, enabling better budget
management and forecasting.

o Licensing Flexibility: Support for multiple licensing models, including subscription-based
and consumption-based options.

¢ Unified Management: Use Azure tools to manage SQL Server instances across various
environments, ensuring consistency and efficiency. Azure Arc enables SPLA providers to apply
policies, monitor performance, and ensure compliance across their SQL Server deployments,
regardless of their location.

o Automated Updates: Schedule and apply updates and patches automatically to ensure
your SQL Server instances are always up-to-date.

o Performance Monitoring: Use Azure Monitor and Log Analytics to track the
performance and health of your SQL Server instances, identifying and resolving issues
proactively.

e Hybrid Capabilities: Extend Azure services to on-premises SQL Server instances, enabling
features such as automated updates, backup, and monitoring. Azure Arc provides SPLA
providers with the flexibility to run SQL Server workloads where they make the most sense,
whether in the cloud, on-premises, or at the edge.
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o Disaster Recovery: Implement Azure Site Recovery to protect your SQL Server instances
and ensure business continuity in the event of a disaster.

o Backup and Restore: Use Azure Backup to create and manage backups of your SQL
Server instances, ensuring data protection and recoverability.

Enhanced Capabilities with Azure Arc

e Kubernetes Management: Azure Arc enables SPLA providers to manage Kubernetes clusters
deployed across multiple environments, providing a consistent management experience. This
includes deploying and managing Kubernetes applications using GitOps and integrating with
Azure policies for compliance and security.

o GitOps: Automate the deployment and management of Kubernetes applications using
GitOps, ensuring consistent and repeatable deployments.

o Policy Enforcement: Apply Azure Policies to Kubernetes clusters to enforce compliance
and security requirements.

e Data Services: With Azure Arc-enabled data services, SPLA providers can run Azure SQL
Managed Instance and Azure PostgreSQL Hyperscale on any infrastructure, ensuring high
availability, scalability, and security. These services bring the power of Azure data services to on-
premises and multi-cloud environments.

o High Availability: Configure Always On Availability Groups to ensure high availability and
disaster recovery for your data services.

o Scalability: Scale your data services up or down based on demand, ensuring optimal
performance and cost efficiency.

e Machine Learning: Azure Arc integrates with Azure Machine Learning, allowing SPLA providers
to train and deploy machine learning models on any infrastructure. This capability extends the
reach of Al and machine learning to hybrid and multi-cloud environments.

o Model Training: Use Azure Machine Learning to train models on on-premises or multi-
cloud infrastructure, leveraging the power of hybrid computing.

o Model Deployment: Deploy machine learning models to any infrastructure using Azure
Arc, ensuring consistent management and monitoring.

e DevOps Integration: Azure Arc facilitates the integration of DevOps practices across hybrid and
multi-cloud environments, enabling SPLA providers to streamline their development and
operations processes.

o Continuous Integration/Continuous Deployment (Cl/CD): Implement CI/CD pipelines
using Azure DevOps or GitHub Actions to automate the deployment and management of
applications across hybrid environments.

o Infrastructure as Code (laC): Use laC tools like Terraform and ARM templates to
provision and manage infrastructure resources consistently across all environments.
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e Custom Resource Providers: Extend Azure management capabilities by creating custom
resource providers that enable SPLA providers to manage non-Azure resources using Azure Arc.

o Integration with Third-Party Tools: Integrate third-party monitoring, security, and
management tools with Azure Arc to provide a comprehensive management solution.

Case Studies

Many SPLA providers have already embraced Azure Arc and do see benefits. For example, a leading
provider reduced their operational costs by 30% and improved their service delivery times by 50% by
implementing Azure Arc. Another provider saw a significant reduction in downtime and an increase in
customer satisfaction due to the enhanced management and monitoring capabilities provided by Azure
Arc.

But Is it all rainbows and butterflies with Azure Arc? Let’s quickly review the pros and, yes, cons of
implementing Azure Arc.

Pros and Cons of Azure Arc
Pros:

e Flexibility: Azure Arc allows SPLA providers to manage resources across on-premises, multi-
cloud, and edge environments using consistent Azure tools and services.

e Scalability: The pay-as-you-go model and seamless integration with Azure services enable SPLA
providers to scale their operations efficiently based on demand.

e Enhanced Security: Centralized security management and compliance enforcement across all
environments ensure a robust security posture.

e Innovation: Access to Azure's advanced services, such as Al, machine learning, and data
services, enables SPLA providers to innovate and offer cutting-edge solutions to their customers.

e Cost Efficiency: The ability to optimize costs through efficient resource management and flexible
licensing reduces the financial burden on SPLA providers.

Cons:

e Complexity: Implementing and managing Azure Arc may require additional expertise and
training for SPLA providers, especially if they are new to hybrid and multi-cloud environments.

¢ Initial Investment: While the pay-as-you-go model is cost-efficient in the long run, Azure Arc's
initial setup and configuration might require a significant investment in time and resources.

¢ Dependency on Azure: SPLA providers may become reliant on Azure's services and
infrastructure, potentially limiting their flexibility to switch to other cloud providers.

e Network Latency: Managing resources across different environments may introduce network
latency and performance issues, which need to be carefully monitored and optimized.

e Compliance Challenges: Ensuring compliance across multiple jurisdictions and regulatory
frameworks can be complex and require continuous monitoring and updates.
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e Scaling Challenges: Although scalability is certainly a pro, it does come with challenges of
spinning up and down VMs; just ask any database administrator.

Next Steps: Implementation Guide
Here's a brief overview of the steps:

1. Learn: Before starting any project or new offering, learn as much as possible. Every environment
is different. The Data Center Optimization Team at Microsoft hosts podcasts, and LinkedIn Learn
allows you to take online exams and receive certifications. Your reseller can connect you with
the right contact at Microsoft if you would like to learn more.

2. Sign Up for Azure Arc: Register for Azure Arc services through the Azure portal. This step
involves setting up your Azure subscription and ensuring you have the necessary permissions to
deploy Azure Arc.

3. Connect Your Environment: Use the Azure Arc agents to connect your on-premises or multi-
cloud resources. These agents enable Azure Arc to manage and monitor your resources as if
they were part of Azure.

4. Configure Management Tools: Set up Azure Monitor, Azure Policy, and other management tools
to oversee your environment. These tools provide visibility into the health and performance of
your resources, enforce policies, and ensure compliance.

5. Adopt Best Practices: Follow recommended practices for managing SQL Server environments
with Azure Arc, such as regular updates and security configurations. This includes implementing
regular patching schedules, configuring automated backups, and using Azure Security Center for
monitoring.

Conclusion

Azure Arc can be a powerful tool for SPLA providers, especially if they want to create different
service offerings. Remember that this does not have to be one or the other type of solution. In other
words, you do not have to go “all-in” with Azure Arc. This does not replace SPLA either. For me,
SPLA is a differentiator. All these other programs do not require a SPLA agreement, think Flexible
Virtualization as an example. My recommendation is to investigate Azure Arc, dip your toe in if you
feel like comfortable, and take baby steps. Have a question? Email us at info@splalicensing.com
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